ETREVIE U i) 42 515530
R, RS, A S
ClER B R A R A F], b5 100172)
W ARSCER I TR U T, T 2 N R R SRR U i) AR 47 ) ) 7
GITVE B et TRz AR L, 2 RASVUR U B R4 50 4 32 2, fEH P 441
K T 2 RSN A AR IAIT, A 22 ARSI L TUE (0 SO 1) 44, SO 1)
A BEVE AT R R T R S AN RS R U5 AR, 58 ST IR SRARAS HUART Y. FH AL FRIR S AL 2R
RS HLE IO R U IR, W RS HLAE AN B PR 05 Il AR, i 3o A Pt RS ML)
A, SEILE SO I 6 DRG0 1055 2.
HA]: A s Vil RS RS

Implementation of chip access control based on state machine

XU Ping-jiang, YUAN Yang-fang, FU Qing-gin

(Beijing Smartchip Microelectronics Technology Company Ltd, Beijing 100192, China)
Abstract: A chip access control method is proposed in this paper to solve the file access control
problem of multi-applications chip. Firstly, a security state machine is designed, which
subdivides the access right into 32 levels. Driven by user instructions, the security state machine
undergoes security state transition. Only when the security state meets the preset file access
conditions, file access is allowed. At the same time, in order to isolate the access right of
different applications, the environment state machine and the application state machine are
defined. The environment state machine controls the access authority of the chip as a whole,
the application state machine controls the access authority of a single application, and through
the combination of two state machines, the fine management of chip file access control is
realized.
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